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Decision/action requested

Approve the pCR below
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Rationale

Proposal:

Removing the following editor note:

Editor's note: The freshness and randomization of the SUCI, that has been generated with other schemes than the null-scheme, are FFS. It may be that each of the schemes will take care of this issue, and no standard solution would be needed.
SUCI is one-time data, so there is no freshness issue. We think the randomization should be taken care by the scheme. We also think the public key scheme could be selected or defined by MNO, and all the calculation should be done in the tamper resistant secure hardware. So we proposed to add following sentences into the clause 6.8.2.

The public key scheme configuration (i.e. current used public key scheme) and raw public key shall be stored in the tamper resistant secure hardware. SUCI shall be calculated in the tamper resistant secure hardware. Besides the public key schemes described in Annex C, the home operator may also define its own public key scheme. The decision on which public key scheme shall be used is left to the home operator.
3
Detailed proposal
*** BEGIN CHANGES ***
6.8.2
Subscription concealed identifier

The subscription concealed identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. The UE shall generate SUCI using the raw public key that was securely provisioned in control of the home network. 

The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.

The UE shall not conceal the home network identifier (e.g., mobile country or network code).

The UE shall construct the SUCI as consisting of the home network identifier, the identifier of the home network public key, and the scheme-output.

NOTE:
The scheme-output depends on the protection schemes as described in Annex C. 


The public key scheme configuration (i.e. current used public key scheme) and raw public key shall be stored in the tamper resistant secure hardware. SUCI shall be calculated in the tamper resistant secure hardware. Besides the public key schemes described in Annex C, the home operator may also define its own public key scheme. The decision on which public key scheme shall be used is left to the home operator.
*** END OF CHANGES ***
